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ȐÛéÑ 

 

ÞȕÃÑɟ ¾ɥ ÞȓØàɟ ßɭÍȓ Ôʅ¾ ¾ɭ ȑÙ¤  
¤¾ ÞȓØȒàÍ Þɟ{ÔØ ĦÒɭÞ ÔÑɟÑɟ  

 

Vision  

  

To build a secure and resilient cyber space for the Bank to 

protect information  

 

ȑÖÜÑ 

  

Ôʅ¾ ¾ɥ ÔȓȑÑ×ɟÏɡ ÞɰØÃÑɟ+ ģ×ȐǞ+ ŢȏŎ×ɟ ©Ø ŢɩǫɨȑÀ¾ɥ ¾ɭ ÞȒĞÖÙÑ Þɭ 
Þɟ{ÔØ ĦÒɭÞ Öʃ ÞȕÃÑɟ ÍÎɟ ÔȓȑÑ×ɟÏɡ ÞɰØÃÑɟ ¾ɥ ÞȓØàɟ ¾ØÑɟ+ Þɟ{ÔØ ¾ɭ 

¿ÍØʇ ¾ɨ Øɨ¾Ñɟ ¤Ûɰ yÑȓȏŎ×ɟ ¾ØÑɟ  

  

Mission  

 

To protect information and information infrastructure in 

cyber space, build capability to prevent and respond to 

cyber threat, reduce vulnerabilities and minimize damage 

from cyber incidents through a combination of the Bank 

infrastructure, people, process and technology  
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From the Desk of MD & CEO 

Dear UCOites, 

In an era where technology is the cornerstone of modern finance, it is imperative 

that we understand the risks that accompany its advancements. Phishing, a 

sophisticated cyber threat, preys on vulnerabilities in the digital landscape. 

"Phishing and Countermeasures: A Comprehensive Guide to Identify & Avoid 

Phishing" is more than just a compendium; it is a testament to our collective 

commitment to cyber-security. It embodies our relentless pursuit of knowledge, 

our determination to stay one step ahead of cybercriminals, and our unwavering 

dedication to our customers' trust. 

My appreciation to CISO Office team who contributed to this endeavour. Their 

diligence and passion have yielded a resource that will undoubtedly serve as a 

beacon of knowledge and empowerment for our employees and customers alike. 

As we delve into the pages of this guide, let us remember that cyber-security is a 

shared responsibility. Each one of us plays a pivotal role in protecting our Bank's 

reputation, our customers' confidential information, and our Brand image. 

I urge all UCOites to absorb the wisdom imparted within these pages, to apply its 

lessons in daily interactions, and to share this knowledge with your colleagues, 

friends, and family members. Together, we will fortify UCO Bank's digital 

fortress against the ever-evolving landscape of cyber threats. 

 

Best wishes,  

 

(Ashwani Kumar) 

MD & CEO 

Photograph 
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From the Desk of Executive Director 

Dear UCOites, 

In an era defined by rapid technological advancements, the digital landscape 

presents us with endless opportunities and conveniences. However, it also exposes 

us to various risks, and none more insidious than phishing attacks. I always believe 

that knowledge is our most potent weapon against cyber threats. The compendium 

"Phishing and Countermeasures: A Comprehensive Guide to Identify & Avoid 

Phishing", is a testament to that belief. 

Phishing attacks, with their cunning tactics, have become increasingly 

sophisticated, making it imperative for us to equip ourselves with the insights 

required to navigate this landscape securely. "Phishing and Countermeasures" is 

not just a book; it is a shield forged through collective effort and dedicated 

research. It offers a comprehensive understanding of phishing techniques and, more 

importantly, empowers us with effective countermeasures. 

As we embrace this guide, remember that cyber-security is not the responsibility of 

a single department or individual. It is a shared duty, a commitment we all 

undertake to safeguard our digital realm. Let this compendium serve as a constant 

reminder of our collective responsibility to remain vigilant, to question, and to 

learn. 

I appreciate the good work done by CISO Office team who have made this 

compendium a reality. I urge all UCOites to equip  with the knowledge it imparts, 

and spread this knowledge far and wide. Together, we will bolster UCO Bank's 

defenses against the challenges of the digital era and emerge even stronger and 

more resilient than before. 
 

Best wishes,  

 

(Rajendra Kumar Saboo) 

Executive Director 

Photograph 
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From the Desk of Chief Information Security Officer 

Dear Colleagues, 

In a world where our digital interactions have become second nature, the threat of 

Phishing looms large, exploiting vulnerabilities in even the most robust systems. It 

is our continuous endeavor to counter  unceasing efforts to raise awareness and 

enhance our resilience against these cyber threats. 

"Phishing and Countermeasures" is more than just a compilation of information; it 

represents our commitment to knowledge dissemination and empowerment. It is a 

testament to our determination to equip our staff members with the tools and 

insights necessary to navigate the treacherous waters of the digital realm. 

As you delve into the pages of this comprehensive guide, remember that each piece 

of information, strategy discussed, is designed to empower you. In a landscape 

where a single click can have far-reaching consequences, awareness and proactive 

steps are the foundation of our defense. 

Let this compendium be your constant companion, a guide that enhances ability to 

discern legitimate communications from potential threats. Use it not just for your 

personal benefit, but as a resource to educate and empower those around you. 

Together, we can transform UCO Bank into an impenetrable stronghold against 

phishing attacks. Always remember that cyber-security is not an afterthought ï it is 

a cornerstone of our strength, and together, we shape a cyber-secure culture for 

UCO Bank.  

 

With regards,  

 

(Mohammad Sabir) 

Dy. General Manager & CISO 

Photograph 
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7ÈÁÔ ÉÓ 0ÈÉÓÈÉÎÇ ȩ 

Phishing is a type of cyber 
attack in which malicious 

actors attempt to deceive 

individuals or organizations 

into revealing sensitive 

information, such as login 

credentials, financial data, or 

personal details. The attackers 

usually masquerade as trusted 

entities, such as banks, social 

media platforms, or reputable 

companies, to manipulate 

their victims into taking 

specific actions. These actions 

often include clicking on malicious links, downloading infected files, or providing 

sensitive information. 

Phishing attacks typically involve the use of deceptive communication methods, such 

as fraudulent emails, fake websites, or social engineering tactics, to trick recipients 

into believing the messages are legitimate. Attackers rely on human psychology and 

emotions, exploiting factors like fear, urgency, curiosity, and trust to increase the 
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7ÈÙ ÄÏ ×Å ÂÅÃÏÍÅ 6ÉÃÔÉÍÓ ȩ  

Phishing, a treacherous cyber threat, inflicts significant negative impacts on both 

individuals and organizations. For individuals, it spells financial loss, privacy breaches, 

and emotional distress. Conversely, organizations face tarnished reputations, financial 

setbacks, and operational disruptions when succumbing to the deceitful ploys of 

phishing attackers. Vigilance and proactive cyber-security measures are imperative to 

mitigate these grave consequences.  

Despite advances in cybersecurity, falling victim to phishing attacks remains a 

prevalent and disconcerting reality. The persuasive tactics of cybercriminals, coupled 

with our innate vulnerabilities to social engineering, make us susceptible to phishing 

attempts.  

4ÈÅ #ÏÓÔ ÏÆ ÎÏÔ ÂÅÉÎÇ #ÙÂÅÒ !×ÁÒÅ 
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)ÍÐÏÒÔÁÎÃÅ ÏÆ 0ÈÉÓÈÉÎÇ !×ÁÒÅÎÅÓÓ ÁÎÄ -ÉÔÉÇÁÔÉÏÎ  )ÍÐÏÒÔÁÎÃÅ ÏÆ 0ÈÉÓÈÉÎÇ !×ÁÒÅÎÅÓÓ ÁÎÄ -ÉÔÉÇÁÔÉÏÎ  

The significance of understanding and effectively countering phishing attacks cannot 

be overstated. Here's why phishing awareness and mitigation are crucial: 

Ý Protecting Sensitive Information: Phishing attacks aim to 

steal sensitive data, such as usernames, passwords, financial 

information, and personal details. By raising awareness about 

phishing techniques and tactics, individuals and organizations 

can be better equipped to safeguard their valuable information. 

Ý Preventing Financial Loss: Phishing attacks can lead to 

substantial financial losses, both for individuals and 

businesses. Cybercriminals may use stolen information to 

conduct fraudulent transactions, compromise financial 

accounts, or engage in identity theft. By implementing 

effective mitigation strategies, potential financial damage can 

be mitigated or avoided altogether. 

Ý Safeguarding Personal Privacy: Phishing attacks can result in 

the exposure of private information, leading to a breach of 

personal privacy and potential consequences like blackmail, 

harassment, or reputational damage. Awareness and mitigation 

measures help individuals protect their privacy and maintain 

control over their data. 

Ý Protecting Organizational Data and Reputation: For 

organization, falling victim to a phishing attack can have severe 

repercussions. Data breaches can damage a company's 

reputation, erode customer trust, and result in legal and 

regulatory consequences. Phishing awareness and mitigation 

efforts are essential to safeguarding sensitive business data and 

maintaining a positive brand image. 

Ý Reducing Downtime and Productivity Loss: Phishing attacks 

can disrupt normal operations, causing downtime and 

productivity loss. Educating employees about phishing risks 

and best practices can minimize the likelihood of successful 

attacks, leading to a more secure and efficient work 

environment. 

Ý Enhancing Cyber-security Culture: Promoting phishing 

awareness and mitigation contributes to building a strong 

cyber-security culture within an organization. When all 

employees are vigilant and informed, they become an active 

line of defense against cyber threats. 



 

tƘƛǎƘƛƴƎ ŀƴŘ /ƻǳƴǘŜǊƳŜŀǎǳǊŜǎ tŀƎŜ мм /L{h hŶŎŜΣ ¦/h .ŀƴƪ 

5ÎÄÅÒÓÔÁÎÄÉÎÇ 0ÈÉÓÈÉÎÇ 4ÅÃÈÎÉÑÕÅÓ 

In the treacherous landscape of cybersecurity, where cyber threats loom like lurking 

shadows, phishing stands as one of the most insidious and effective forms of attack. 

To confront this peril head-on, one must first comprehend the diverse array of 

phishing techniques deployed by cunning cybercriminals.  

 Common Phishing Lures  
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5ÎÄÅÒÓÔÁÎÄÉÎÇ 0ÈÉÓÈÉÎÇ 4ÅÃÈÎÉÑÕÅÓȣȣȢȢÃÏÎÔÄȢ 
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%ÍÁÉÌ 0ÈÉÓÈÉÎÇ 

Email phishing, often simply referred to as phishing, is a type of cyber attack in 

which malicious actors use deceptive emails to trick individuals into taking certain 

actions, such as clicking on malicious links, downloading infected attachments, or 

divulging sensitive information like login credentials or financial data. Phishing 

emails are carefully crafted to appear legitimate, often mimicking well-known 

companies, trusted institutions, or individuals known to the recipient.  

How does it work ? 

New Email 
Received ? 

Watch out for Warning Signs 
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%ÍÁÉÌ 0ÈÉÓÈÉÎÇȣȣȢȢÃÏÎÔÄȢ 

Follow Below Steps 
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 0ÈÉÓÈÉÎÇ ÔÈÒÏÕÇÈ 0ÈÏÎÅ ÃÁÌÌÓ ɉ6ÉÓÈÉÎÇɊ 
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 0ÈÉÓÈÉÎÇ ÔÈÒÏÕÇÈ 3-3 ɉ3ÍÉÓÈÉÎÇɊ 


