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'_.j‘?ing and
Countermeasures

A COMPREHENSIVE GUIDE TO
IDENTIFY & AVOID PHISHING

FHATE IS fA9ETH H1 Honours Your Trust
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Vision

To build a secure and resilient cyber space for the Bank to
protect information
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Mission

To protect information and information infrastructure in
cyber space, build capability to prevent and respond to
cyber threat, reduce vulnerabilities and minimize damage
from cyber incidents through a combination of the Bank

infrastructure, people, process and technology
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Phishing and Countermeasures
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From t he Desk of MD k C

Dear UCOi t e s,

I n an era where technology is the Jcorr
t hat we wunderstand the risks that ac
sophisticated cyber threat, preys pbn v

"Phi shing and @QdcCwmiparemeaisurvees :Gui dej t o
Phi s'"hiingg more than just a compendijum,;
commi t mensetoricyperlt embodies ourj rel
our determination to stay one stepl ahe
dedication to our customer s’ trust

My appreciation to ClI SO Office tedm wl
diligence and passion have yielded a
beacon of knowledge and empower men f o
As we delve into the pages odedthriisf yg uii
shared responsibility. Each one of} us
reputation, our customers' confidepti a
|l urge all UCOites to absorb the wj sdo
| essons in daily interactions, and to
friends, and family members. Togel her
fortress ag@uaoinsitng hlfarde®cape of cyper

Best wi shes,

(Ashwani ) Kumar
MD & CEO
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From t he Desk of Execut i v

Dear UCOi t es,

Il n an era defined by rapid techndl ogi

presents us with endless opportuni i es
us to various risks, and none morejins
that knowledge is our most potent eap
"Phi shing and Counter measur es: A Compr
Phi s"h,i nigs a testament to that beli ef.
Phishing attacks, wi t h t heir cunni n
sophisticated, making it I mperati e f
required to navigate this | andscape s
not j ust a book; It iI's a shield or g
research. It offers a comprehensive un
I mportantly, empowers us with effegtiyv
As we embrace t hi s gsueicduer,i trye mesmbneortf tthhae
a single department or i ndi vi dual |t
undertake to safeguard our digital r e a
remi nder of our coll ective respongi bi
| ear n.

I appreciate the good work done Bbpy C
compendium a reality. I urge all UICOi t
and spread this knowledge far and jJwid
defenses against the challenges of t h
more resilient than before.

Best wi s hes,

(Rajendra Kymar Saboo
Executive Director

t KAAKAY3I FyR / 2dzy § SNYSI a deNBR®S /I'L{h hYOSxz !/



From t he Desk of Chi ef | nF or

Dear Col |l eagues,

Il n a world where our digital i nterfact.i
Phi shing |l ooms | arge, exploiting vealne
iI's our continuous endeavor to counlter
enhance our resilience against thege ¢

"Phi shing and "Coiusntrearnmee atshuaresj ust af com
represents our commitment to knowl gdge
test ament to our determination to}jequ
i nsights necessary to navigate thefjftre
h

As you delve into the pages of thig co
of I nformati on, strategy discussed,)] IS
where a singl er ecdc hcikn gc acno nhsaevgeu efnacre s, a\

steps are the foundation of our deffens

Let this compendium be your constapt c

di scern | egitimate communications rom
personal benefit, but as a resourceg to
Toget her , we can transform UCO Bank i

phi shing attacks. A$teoaysi remesmbiént ilhat
a cornerstone of our st r ensgetchu,r ea ncdu | tt au
UCO Bank.

With regards,

(Mohammad) Sabir
Dy. Gener al Manager & CI SO

t KAAKAY3I FyR / 2dzy § SNYSI a deNB&S /I'L{h hYOSxz !/
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Introduction: Phishing ™
& Countermeasures

Our Objective

We are commutted to
proactively safeguarding
UCO Bank's dygital
assets and customer
data through security
strategies, continuons
education, and
collaboration.

With utmost integrity
and dedication, we
strive to anticipate and
mitigate cyber threats,
instilling confidence in
our customers and
maintaining their trust
as our foremost
preorety.
From

CISO OFFICE

UCO BANK

Head Office, 1st Floor,
10 BTM Sarani,
Kolkata - 700001

Phone: 033-4455-7903
E-mail: ciso.office@ucobank.co.in

t KAAKAY3I FyR [/ 2dzy i SNYSI a deNBHS

In an increasingly interconnected world, where technology permeates
every aspect of our lives, the threat of cyber-attacks looms larger than
ever before. Among the myriad of cyber threats, one stands out for its
deceptively simple yet highly effective approach: phishing attacks.
Like a stealthy predator lurking in the digital shadows, phishing preys
upon the unsuspecting, exploiting human vulnerabilities to breach the
fortifications of personal and organizational security.

Welcome to our compendium, "Phishing & Countermeasures”. Within
these pages, we embark on a journey to unravel the intricate web of
phishing attacks and empower our staff members with the knowledge
and tools needed to shield ourselves and our organizations from these
nefarious acts. Our journey begins with a fundamental understanding
of phishing attacks. We delve into the anatomy of these malicious
endeavors, exploring how cybercriminals cunningly manipulate human
psychology to deceive their targets. From deceptive emails to
fraudulent websites, we illuminate the diverse array of phishing
techniques that lay the groundwork for a successful attack.

Armed with this compendium, we stride forward, prepared to thwart
the deceptive tactics of the phishing predators and emerge victorious in
the ongoing battle to safeguard our digital world. Together, let us raise
the shield of awareness and wield the sword of knowledge to defend
against the dark art of phishing.

/L{h hyOS$:
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Phishing I's a t

attack I n whi c

- / actors attempt

% individuals or

‘ Userncrd ssssess i nto revealing

® i nformation, s u
® credentials, fi
personal det ai | ¢
‘ PHISHING usually masquer:
entities, such
media platfor ms,

* compani es, t o

. their victi ms
specific actions

often i1 nclude <c¢clicking on malicious |

sensitive i nformation.

Phishing attacks typically involve t he
as fraudul ent emai |l s, fake websites,
i nto believing the messages are | eqgit]
emotions, exploiting factors | ike ffea

BEWARE OF TRICKS USED BY FRAUDSTERS !!

Fake Pop-Up
Advertisements
asking for
immediate
action

e =T
N

) Fake N

" Fake Emails f'  websites
- showing ~ capturing
urgency to 1 Personal /
respond \J sensitive

DO NOT FALL PREY
ALWAYS .. THINK.. VERIFY.. AND THEN ACT..

t KAAKAY3I FyR / 2dzy § SNYSI a deNB3HS /I'L{h hYOSxz !/
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Despite advances I n cybersecurity, f e
prevalent and disconcerting reality. T
with our innate vulnerabilities to sof¢
attempt s.

o

Over Trusting Lack of
Nature Awareness

Psychological
vulnerability Least likely to
like human report
emotions, fear incidents
etc

Phishing, a treacherous <cyber threat,
i ndi vidual s and organizations. For ind
and emotional di stress. Conversely, or
setbacks, and operational di sruptions
phi shing attackers. Mieqgiulrda mcoye memct up resa
mitigate these grave consequences.

Personal and
Sensitive
Information Loss

Interruption of Loss of

Individual Services Confidential Data

Financial Loss

Increases

Risk of Identity
Theft Financial Loss

t KAAKAY3I FyYR / 2dzyd SNXYSI a deNB#hS
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e significance of understanding and
overstated. Here's why phishing aw:
Protecting SensiPhiséaingfat enfair
steal sensitive dat a, such serr
i nformati on, and personal ' S .
phi shing technigues and t a I n
can be better equipped to s ard
Preventing FiPhainschiianlg Laotstsa:c k s can I
substanti al financi al | os bot
busi nesses. Cybercriminals use
conduct fraudul ent transa s/,
account s, or engage i n I de ty t
effective mitigation strategies, po
be mitigated or avoided altogether.
Safeguarding PPhsehahgPatwvacks can
the exposure of private inf ti o
per sonal privacy and pot entfi con
harassment, or reputational oge.
measures help individuals pr?* ct t
control over their dat a.
Protecting Organi zationaHor Dat a an
organization, falling victim.t. 1 p
repercussions. Dat a breachen ®8a3n
reputati on, erode cust omer st ,
regul atory consequences. P ng ¢
efforts are essential to sa uar di
mai ntaining a positive brand i mage.
Reducing Downti me aRWdi #hodg Bt lys |
can di srupt nor mal oper at C a
productivity | oss. Educati | oy
and best practices can mini t he
attacks, | eadi ng t o a mor e Sur e
environment .
Enhancinge€Cybiery PCombureg @h@s ing
awareness and mi tigation Jut e
Cybseeecurity cul ture wi t hin )'r ga
empl oyees are vigilant and me d
|l ine of defense against cybe hreat

t KAAKAY3I FyR / 2dzy § SNYSI a &zNSes /I'L{h hYOSxz !/
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Il n the treacherous | andscape of cyber
shadows, phi shing stands as one of th
To confront -otnh,i sonpeer mlisthefaidr st compr
phi shing techniques deployed by cunni-t

Common Phishing Lures H=TIPS

fmai[ ? ﬁiSﬁing: Never click on

any unknown
link and avoid
sharing your
sensitive data
on random
websites

Phone Call (Vishing):

Cybercriminal scams victims through
phone calls and tricks them into

Never answer a
call from an
unknown number

and never give revealing their Personal details such
your Personal as Card number, CVV, Expiry date,
details to anyone PIN. OTP etc
kover the phone ’

Do not reply to
such SMSs and
avoid clicking on
any link. Always
delete the
message and
block the sender

. USB Baiting:

temptation to , Cybercriminals leave USB devices

insert an for people to find and plug into
unknown USB their computers either out of
device into your curiosity or in the hope of finding a
system rightful owner.

Text Messages (SMiShing):

Fraudsters use text messages (SMS)
to lure victims into downloading
mobile malware, visiting malicious
websites, or calling a fraudulent
phone number.

SMISHING ALERT

t KAAKAY3I FyR [/ 2dzy i SNY S| a dzNEse /L{h h¥YOSs !/



ol T

UCO BANK

Spear Phishing

& Spear phishing often targets high-profile individuals, executives, or
& 8 employees within an organization. Attacker may use details such as
&' 8 the target's name, job title, or affiliations to make the email seem

legitimate to create convincing messages to lure individuals.

Whaling
" c i Whaling attacks specifically target high-ranking individuals / high-
level executives within an organization. Attackers attempt to gain
o access to sensitive data or financial information by impersonating

these individuals.

Pharming

Redirect victims to fraudulent websites without their knowledge or
B —_ | consent to divulge sensitive / confidential information like username,
=9 password, Financial credentials, Card Details etc.

Some Phishing Baits LJ

A A r -~ P

PROVOKES ! ' TOO GOOD EXERCISING
FEAR B D TO BE TRUE AUTHORITY

SEEMS
URGENT
By threatening to By al By offering By impersonating

face negative information unusual lotteries as Top
consequences or prizes Management

By suggesting to
do something
immediately

Do not Click, Respond or Download 1!

Stop...@ Think... ‘Connect oy
MY phishing Red Flags M

TEXT MESSAGE EMAIL PHONE CALL
Ask to call a number to Ask to download Ask for immediate
claim prize money attachment / click link response

Ask for KYC Updation Ask to fill out forms Ask for OTP / Passwords

Ask for Aadhaar Number Misspelled words Ask for address / birthdate
t KAAKAY3I FyR /2dzy § SNYSI a &zNSets /'L{h hYOS:
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Emai | phishing, often simply referred
which malicious actors wuse deceptive
actions, such as <c¢clicking on malici ol
divulging sensitive information |ike
emai |l s ar e carefully crafted t knawpwp €
companies, trusted institutions, or it

How does it wor k

1. Attacker sends phishing mail to target

Hacker

3. Hacker collects
4. Hacker uses victim’s important credentials
credentials to access

private information 2. Victim clicks on Phishing

link and visits fake website

oon oon
Original Website Phishing Website
——
—_—

New Email R
Received ?@ L@@K u

f or War ni n

asks for personal /
sensitive information

.\ GEEED o GIITED

is sent from suspicious] includes suspicious
email address links / attachments

a yourBank@ymail.com

lures users with the asks for immediate

has improper spelling

action by creating a
sense of urgency/fear

=
wiy URGENT

promise of free gifts /
offers / rewards

you have not @ % FREE Gift Card of Rs.5000

t KAAKAY3I FyR /2dzy § SNYSI a &zNSe
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DON’T GET HOOKED !

Foll ow Bel ow St eps

1)

Check whether it is ‘ [EXTERNAL]Eongratulations for Wining a Lottery !
External Email or not?

o UcO Bnak Staff Welfare Dept. <ucObank.emp@uxcox.co>

o

[EXTERNAL]Less Cash Treatment ! Save yourself from heavy hospital bills

@ UCO Medicliam <ucObank.emp@uxcox.co>

N
R

Check for the CAUTION
Alert in the Email J-

Correlate the Display
Name & the email address |

UcO Bnak Wealth Management Dept. <ucObank.emp@uxcox.co>

 §

[ Display Name J [ Email Address J

Do hover over hyperlinks to d http://uco-emp-details.my-board.org/enter_employee_details.htm

know exact URL address T

Click here to enrole

Check the domain name of email sender. Official email is
from Bank’s Domain i.e. xxx@ucobank.co.in

® 6 6 _@

Report the email address which seems to be suspicious to CISO Office ‘
at: ciso.office@ucobank.co.in

. g7 Delete the email which comes from suspicious mail id J- “J

t KAAKAY3 FYyR /2dzy G SN¥YSI a &zNSed /'L{h hYOS:
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Vishing or "voice phishing," involves the use of phone calls by
cybercriminals who pose as legitimate individuals or organizations to
trick individuals into revealing sensitive information.

How Vishing Attack Works ?

| am calling from your\
Bank. Your debit card has
been blocked for Online

Purchase. Tell me your " Ok ok.. My Card
Card Number, Expiry Date

LY i T Number is
to unbloc |t./ * XXX

Fraudster initiates Online Transaction using the card details shared by the user.

Please tell me the
confirmation code © o
sent on your -
mobile

VU-ABBANK

"

VM-ABBANK

Dear Customer,
2500XX is the OTP
for txn of Rs. 9999.00
at XYZ Retail Lad. Itis
valid for Sminutes
Please do not share it
with anyone.

‘ As soon as the OTP is
Dear Customer, | shared by the

Your Accountis .
debited with Rs. customer, Money is
9999.00. Avl .

Balance is Rs debited from

Bank Account.

Preventive Measures

Oh No I!
It's a FRAUD!!

Do not share personal orfjlf you receive a suspicious
financial information with any}call, verify the caller's identit
unknown caller under any]by independently contacting
circumstances. the organization.

Be skeptical of urgent or]lf suspicious call is received in
threatening requests. Do not|the name of any organization,
succumb to the pressure]limmediately report it to the
tactics created by fraudster to]organization for investigation
manipulate victims. and further action.

t KAAKAY3I FyR /2dzy i SNY S & dzNEBd /L{h hYOSs
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