| need money
fast. May be |
can find a loan

Wow! This app
seems perfect!

A Story on Fake
Loan App Fraud

: Ok. Let's
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- —— thE Dehlt to process your Loan

card details.

NAME
ADDRESS
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IFSC CODE
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@_‘. add the mobile 10 ALITO FORWARD
Enter the : SMS
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ALTO
FORWARD

He entered the same
mobile number which
was received from the SMS.

o maceii y OMG!! Lots of @
Let me check X - Debit
my bank 1 Transactions in

account - my account !!
balance. | 3

think the loan
amount is
credited now.,
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downloaded is fake.
You have entered
personal details & also
paid 500 through your,
card. Then your card
details have been
captured by the

The App you have W

How is this
possible? | have
not shared any
Card Details / OTP

Show me the )
confirmation
message you
received | j

—

| wish | had gone
through the Cyber
Security Advisories
from Bank's Official
website:
www.ucobank.com

(This message is fake. It was sent
from fraudster's mobile number.
The link given is a download link
of SMS Forwarder App. You have
entered the displaw{ed maobile
number after downloading the
App which denotes all your SMSs
(including OTP messages) were
auto-forwarded to fraudster's
mobile number without your
knowledge. Fraudster initiated
multiple transactions by using
your card details & got all your
kDTPs through this malicious App.

Best Practices to avoid such scam

Do not click on suspicious links received
through Emails, SMS, WhatsApp, Social Media
etc. for availing instant loan.

Mever share personal, sensitive or financial
information with anyone,

Avoid easy loan offers which are
too good to be true.

Stay away from lenders who ask for any
advance payment in the name of sanctioning
of loans.

Mever download any unknown Apps at the
behest of any stranger. Always check the
authenticity of an App, read reviews & ratings
etc. before downloading it.

Frequently review App Permissions and do
not grant unnecessary permission to Apps.

Always apply loan from RBI approved
Banking & Financial Services Intitutions or
Companies.

Immediately report cyber fraud incident at
Cybercrime Helpline No. 1930 & lodge
complaint at National Cybercrime Reporting
Portal (https://www.cybercrime.gov.in).
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