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WINNING THE BATTLE
—— FOR DIGITAL SAFETY —

CYBER SECURITY AWARENESS GUIDE
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PROTECT STAY REPORT
YOUR PASSWORDS ALERT ONLINE CYBER CRIME
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you must focus on protecting your accounts!

¢+ CYBER TIPS *o57

@ Use strong passwords (12+ characters) ,

[©4 Use different passwords for each account

@Avoid using;
Personal info
as password

Weak passwords are the easiest
target for hackers.
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Beware of Shakuni’
—= Digital Tricks?

/\51/

Just like I deceived
others with clever tricks,
cyber criminals will try

to deceive yk

You{:l?cclfct,gn\;eBrtgﬂ(ed Work from Home!
https: /lfake-hnk e ) Rs. 50,000
| ~ [ Per Month! | .«
Oh no, my 5 Limited Seats!
: account is blocked' —4 \/Q | /,

/] \
S Click here &
give your OTP! ) %
_— By

But you can defeat
my tricks' Follow
these rules!

0> SAFETY RULES - - -+
g Do not click unknown links

@ Never share OTP or PIN

@ Verify the sender before respbnding
| @[ Report suspicious messages |mmed|ate|y
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B DEEPFAKE
VIDEOS

IMPERSONATION
(o * ACCOUNTS

Branded Shoes Urgent! Send money

immediately! It's

90% 0 FF! : . very important!

ENTER CARD DETAILS

v .-
T SEND MONEY NOW!

FAKE VIDEO
REAL DECEPTION

Q & Verify profiles before trusting
@ &/ Do not click unknown giveaway links

P 0:12/0:30

'\T @ o/ Avoid sharing personal photos / documents

| KRISHNA’ _ @ 4 Check verified official accounts carefully
t CYBER ]

' . WISDOM v e &/ Never send money to online strangers
@ ¢/ Think before you share or react
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Just as Abhimanyu entered the Chakravyuh

without knowing every danger hidden within,
many people unknowingly enter a digital trap &
by sharing their KYC details with fraudsters. [

FAKE APP

Today’s cyber criminals use deception,
urgency, and fake authority to steal your [
personal information and misuse your identity. %
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Fraudsters may:

A “Your account will be blocked today.”
Update KYC only through

official bank channels.

@ Verify website URLS before
entering any information.

Never share Aadhaar, PAN, OTP,
PIN, CVV, or passwords. )

@ Do not click links received
from unknown sources.

Send fake SMS or WhatsApp
messages claiming your 2 ; . A
KYC has expired. A Update your KYC immediately.

Pretend to be bank, telecom, A “Click this link to verify your account.”

or customer care officials.

A “Download this app for

Share fake websites and KYC verification.”

KYC update links.

A “Share your Aadhaar or
PAN details now.”

When fear and urgency are used,
PAUSE AND VERIFY.

Ask you to install verification

. by unknown callers.
or screen-sharing apps.

o Contact your bank usin
official customer care

Request Aadhaar, PAN, bank
numbers only.

details, OTP, or other personal
information.

! - Il

@ Be cautious of messages

\ T o\ o\

REMEMBER

i ESCAPE THE KYC CHAKRAVYUH %

Like Abhimanyu, do not enter the digital Chakravyuh without knowledge.

Banks never ask for OTP,
PIN, CVV, or passwords.

.~/- .

1930

immediately

Banks never ask you to
transfer money for

KYC updates. N S |
N J N '\ —————————————————
Banks never ask you to install VERIFY CONFIRM PROTECT Report at ‘
remote-access applications. Check the source Don't react to fear Verify with official Protect your identity. cybercrime.gov.in |
and details. or urgency. channels. Protect your future. ] '

I ““YOUR KYC IS YOUR IDENTITY.
§ PROTECT IT BEFORE IT FALLS INTO THE WRONG HANDS.” |
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is involved in |* | A ke ; ©D GOVERNMENT
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Do notdisconnect &

the call! A
‘_)

" Youwillbe
} [
: arrested! 1_1/

Intelligence Officer

[ Youraccount\ & [ ., [ Legalaction
' willbe | &8 0| will be taken

> frozen! A L\ against youl 4

Stay calm.

Y Government agencies never conduct Be alert.
A “digital arrests” over video calls. W Be safe!
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become a victim of cyber crime:

Report Immediately

@ India's Cyber Crime Portal
https://cybercrime.gov.in

€, Helpline Number 1930
ol “—Quick reporting can help stop ‘ﬁ_r;ancialg v
e .. fraud quickly. Pl

In the battle of cyber security: F3 45\ < :
Awareness is your weapon. || A~ 7
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