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FedEx
SCAM

Unravelling the Drugs
in the Parcel Deception

(gl Courier Services.
We have a parcel

A parcel?
| haven't

One day, Meenu got a call d;ﬁm:;_d

from unknown number.

\ Shri N. K. Kumar
Senior Officer, ¥¥Z Police

Madam, we have found banned
Marcotic drugs in the parcel, and
the matter is being investigated

by law enforcement agencies.

D.. D.. Drugs?
But | didn't...

Madam, please join on
a messenger App [
Chat, we will discuss
&try to sort out.

0h God!
5 reall!

Shri M.K. Kumar

EYE Pal

‘Meenu opened the Chat App & saw the
name of a Senior Police Officer along

with the Photo.

She also checked the Dfficial's name
& photo from the search engine &
found it genuine.

Your case has already been
transferred to Cybercrime
& Narcotic cell by the
courier company. Now, we

are investigating the
matter.

We need some urgent
information from your side.

Sir, please believe me, |
didn't know anything.

But, Madam, we have all the
proofs a against you including
urAa aar & PAN in it.

ow, please co-operate with

us so that the investigation
matter will be completed at
the earliest.

At first, we need all your
Bank Account numbers
along with the Account
Balance.

She gave all the account details
along with individual account
balance.
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| don't want
trouble with
the police!
Now, immediately you Let’s seltle
need to pay Rs. the matter]]

49000/~ for legal fees internally. W e oo
and Rs. 49000/- for : h".\-— CPay e

Wour Deitili y Paryveen

98000

ikt LIS

customs clearance to

the below UPI (D, . i )
| : - MarcHicCell @123

UPIID - f

WERIFY & PAY

MarcOticCell@234.

UPIID -
NarcOticCell@1234

Sir, please help me to settle
the matter at the earliest.
E‘ Madam, | think you
haven't understeod the
urgency & seriousness,
If you don't obey my
words, you'll be arrested
S00MN.

Veur Dty 3 Payreent

PAY

49,000

St LIS

C Pany iren

Emier o Aocoant sa

MareMicCall@1234

5o, immediately pay Rs.
47000/~ as investigation
charge and transfer Rs. 1.4
lacs for now to

the given account number.
Account Mo 236XKXKKRNK,
IFSE Code- XXMOMXNNNNN

Meenu being more scared
transferred more money.

Hello Officer! My daughter is in
danger. She has been accused
in the name of the
detection of banned narcotic
Please help.

Sl

Your daughter is being scammed in the
name of fictitious parcel. Nowadays,
cybercriminal claiming to be International

Courier Service Co, Executive, defraud
individuals in the name of detection of
banned Marcotic Drugs in the parcel.

Baba, can you urgently
™ | send me Rs. 1.4 lakhs? | am
%y in tremendous danger and
might face imprisonment.
Please help me.

Now immediately dial
1930 & lodge a
complaint at National
Cybercrime Reporting
Paortal

Wait, what 11! Don't
| worry. Let me call

o

and talk to the
local police station.
v [~
p—

Cyber Security Best Practices

Be cautious of unsolicited Mever reveal Personal /
calls from strangers! Sensitive / Financial
Remember, law enforcement information to unknown
agencies do not make such callers.
calls without prior notice
frem official trusted Do not make money transfer at
SOurces. the behest of any unknown
caller or on the basis of
If you receive a call alleging urgency /trust /fear/
criminal invalvement, take intimidation [ pressure tactics.
steps to independently verify
- the information with the Scammers use Dark Pattern /
e local police station Reverse Psychological
mentioned. Do not trust techniques in a way that one
Truecaller & search engine start believing in whatever they
results to verify the contact are saying by relating it to past
number, photo and quoted incidents /| personal life
nares in the conversation. experiences.
Always Think! Take a Pause, and then Act wisely.
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