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A story of Rental Scam
through UPI & QR Code

The very next day Reena
received a WhatsApp message
from an Unknown Number,

LNDD ORI

Reena was looking for a tenant for her house. She put
an advertisement of her house with her contact details
on a real estate website.

Hello! Yes, the How much is
room is available. the rent?

Rs.15,000 per month. But ~
you will also have to pay

two months' rent as
security deposit.

some pictures of the
rooms in the house?

I\ Y
Sure! | will
send you soon!

{ DLI3L5BXKK

R ] —_—

available for remt?

| have sent you the pictures!
Can you please send your |D
proof and PAN Card?

< 9433458X KX

-’F‘ i w.".;f
5 ﬁi' B

Sure!lam
sending you
my |D.

Cyber Netra: 2024 - 25

Yes! | have received your |1D proofs. Now you

will also have to send a cheque of Rs. 30,000 C Pay
to complete the booking process.

Q4LITLEBXAK
ut | don't have my cheque book
with me right now, can | pay

through QR code?

But | do not know much
about QR and UPI.

It's very simple. | will send you a o S LIS
OR cu?e whﬂ.h you need to'scan
to approve my payment.
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Ok! Let's

! What! the
do this

accordingl o 998
ingly. C C debited instead
A Pay PAY F’ay of crediting!

OO

ENTER UPI PIN

FEHIFLHENENL 3 0 U U U

SHnr  LIFT SHNr  LIFT

EE

What you have sent me?
The amount got debited CF‘EV:,;r PAY CF’a‘g
instead of crediting ! P
00O0d
M~ e 60000 || ENTER UPI PIN

PROCEED PAY | CANCEL

Sorry!
Looks like |

5en[ yﬂu [= B T S L B L
the wrong
AR in hurry. . 7\ 7\ g
Let me The number
send you you are calling
the right is currently
one for unavailable.
receivin
Rs.60,000.

Ok Ok ! Send Oh my God!

me the | think | got
correct R robbed!!!
immediately.

Safety Practices

Never scan QR code and enter UPI PIN to
receive money.

If tenant or buyer insists you to scan QR code
or enter UPI PIN to receive money, then that
person is a scammer.

Never accept fund transfer or payment request
from unknown UPI ID. Always check the UPI
address before doing any transaction.

Before scanning, take a close look at the QR
code for any signs of tampering or alterations.

Avoid scanning random QR code at public
places promises something too good to be
true.

Report suspicious or fraudulent calls, SMS,
WhatsApp sender number at Govt's CHAKSHU
Portal (https://sancharsaathigov.in).

Report cybercrime & online financial fraud at
Cybercrime Helpline Mo. 1930 & Reporting
Portal (https://www.cybercrime.gov.in).
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