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Greetings from UCO Bank

In our modern world, the internet and
smartphones have become an essential part
of daily life, connecting us to friends, family,
and a wealth of information. However, this
digital convenience also comes with risks,
making it more important than ever to be
smart and cautious online.

This Cyber Security Booklet is designed to
help you navigate the online world safely
and securely. It provides practical tips to
protect yourself and your information from
common cyber threats. By following these
simple practices and sharing them with
those around you, you can help create a
safer digital environment for everyone. Let’s
work together to make our online
experiences secure and enjoyable.

STAY CYBER SAFE, BE CYBER SMART !
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To All the UCOites & valued customers,

At UCO Bank, protecting our customers’
trust is not just a responsibility - it's our
highest priority. In an increasingly digital
world, cybersecurity forms the bedrock
of safe and reliable banking. Through continuous
innovation, proactive awareness, and robust security
protocols, we remain deeply committed to safeguard
our customers’ data and financial well-being.

In celebration of National Cyber Security Awareness
Month (NCSAM) this October 2025, UCO Bank proudly
embraces the theme " Cyber Jagrit Bharat ". As part of
this initiative, we are organizing a series of interactive
events and educational activities for both customers
and staff, aimed at promoting cyber safety and
strengthening digital awareness.

To further this mission, We are happy to present the
Cyber Security Awareness Handbook — “Ctrl Alt Secure”
for Customers and Staff. This comprehensive guide offers
practical insights and essential best practices to help
users protect themselves against a cyber threats and
attacks. It reflects our unwavering commitment to
building a secure and resilient digital ecosystem for all.

With warm regards,

Ashwani Kumar

STAY SAFE, STAY SECURE!
MD & CEO
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Dear UCO Family & Esteemed Customers,

A In this age of innovation and technology,
where every click opens a gateway to
endless possibilities, the digital realm
presents both promise and peril. As
custodians of this evolving landscape, our
responsibility extends beyond mere participation—it
demands vigilant guardianship.

‘Ctrl Alt Secure’ stand as twin beacons in this digital
expanse, reflecting uco Bank’s unwavering
commitment to fostering a cyber-aware and Cyber
Jagrit Bharat. Through the vibrant narratives and the
practical insights of ‘Ctrl Alt Secure’, we embark on a
journey that blends storytelling with strategy, awareness
with action.

Cybersecurity is no longer optional - it is a shared
responsibility. It urges each of us to become
torchbearers of cyber awareness, equipped not just with
information but fortified with discernment and digital
discipline.

Together, let us script a new narrative - where cyber
awareness franscends printed words and becomes part
of our ethos. Let 'Cirl Alt Secure’ ignite the flames of
vigilance, inspire collective resolve, and empower each
one of us to champion a safer, smarter digital world.

With warm regards,

Rajendra Kumar Saboo
Executive Director STAY SAFE, STAY SECURE!
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Dear UCOites & our valued customers

Today, we use the internet in almost
every part of our lives. That's why
knowing how to stay safe online is not
7 iust important - it's necessary.

‘Ctrl Alt Secure’ is awareness attempt that we must all
learn about the protect ourselves from online dangers.
This magazine is not just a bunch of stories it's full of
useful lessons, smart ideas, and ways to help people in
Cyber Jagrit.

This booklet is not just for reading - it's meant to help you
take action. The lessons inside are not just made-up
stories, they can help you in real life. So read carefully,
think about what you learn, and use it to stay safe
online.

Whether you're using online banking, social media, or
learning on the internet, staying safe is something we all
must do together. By following the ideas of ‘Ctrl Alt
Secure’, we move toward a safer and stronger digital
world.

Let’s stay alert, learn together, and protect our digital
lives

Best Wishes,

Vijay N. Kamble
Executive Director

STAY SAFE, STAY SECURE!
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.To All my esteemed Colleagues and
valued Customers,

Being alert is the best way to stop
fraud and wrongdoing. The booklet
‘Ctrl Alt Secure’ is a helpful guide to
keep your digital life clean and safe. It
teaches you how to spot online dangers and protect
your banking and personal information.

Today, our online life is closely connected. That's why
being watchful—both online and in daily life - is more
important than ever.

The stories in ‘Cirl Alt Secure’ show real dangers in the
cyber world. They highlight how each of us plays a role
in keeping our digital spaces safe. The comic makes it
clear, cyber safety is everyone’s job. It helps build frust
and protect our community.

As we celebrate Vigilance Awareness Week, let's learn
from Cyber Jagrit Bharat and promise fo stay alert.
Together, we can turn awareness into action and
protect both our digital world and our values

Best Wishes,

Dheerendra Settipalli

Chief Vigilance Officer
STAY SAFE, STAY SECURE!
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To All my esteemed Colleagues and
L valued Customers,
i =N In today's digital world, innovation
: ! brings many benefits - but it also opens
F‘ . the door to new cyber threats. ‘Ctrl Alt
Secure’ is more than just a comic
book; it's a practical tool designed to
help us all become smarter and safer online. Through
simple stories and clear advice, it teaches us how to
navigate the complex world of cyberspace without
getting lost in technical jargon.
At UCO Bank, we take cybersecurity seriously. We use
advanced technology, monitor threats closely, and
work hard to keep everyone informed.
Let ‘Cirl Alt Secure’ be your everyday guide. Whether
you're identifying suspicious activity, reporting misuse,
or simply being cautious with your clicks, staying alert is
key. This booklet encourages a culture of honesty,
awareness, and responsibility - values that help protect
not just our systems, but our people.
Together, we can furn awareness into action. By
learning from ‘Ctrl Alt Secure’ and following the
advice, we strengthen our defenses and reduce our
risks. Let's commit to being proactive, informed, and
united in building a safer digital future with Cyber Jagrit
Bharat.

With warm regards, STAY SAFE, STAY SECURE!

Mohammad Sabir
Chief Information Security Officer
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OTP FRAUD

FOR BOOK
HELLO, | AM "Wl AT FREE OF cOST, Ok MY

FROM YOUR
BANK YOU it o

HAVE WIN oTP

446688

/ MY ACCOUNT \
IS EMPTY?

Best Practices

= Do not trust or respond to any unknown caller.

r

= Never share the ATM card number, CVV, PIN, OTP or any
other sensitive or confidential banking credentials with
anyone.

Remember, Bank never asks for Card number / CVV /PIN /
OTP / Password or any other sensitive or confidential

credentials.
|_L _d
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FAKE SMS

Fraudulent text messages (SMS) are sent by fraudsters to
individuals to trick them into revealing personal / sensitive information.

(ALERT) Your Credit Card
has been temporarily
suspended. To unlock
your account, click here
http://
tdcanadatrustloginpage.
com/cc/

Do not trust or respond to unknown messages which are too
good to be true.

Look out for red flags like spelling mistakes, urgency to
respond and suspicious numbers.

Avoid clicking on unknown links.
4
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The Suspicious Link

amagn.support@gmal.com

URGENT: ACCOUNT
SUSPENSION NOTIFICATION!

The Urgent Email

Oh no, my
account! | beter
click this fast!

RGENT x (f Verffy Your Accourt Nowo j)
-ACOUNT —
SUSPENSIONNOTIFICATION!

Spotting the Red Flags

@ Wait a minute... Glad | checked!
this doesn't addtp Always verify directly

with the source!
~/ Bad Grammar
v Urgent Tone
v Generic Greeting
(Dear Customer)

v/ Suspicious Sender

\, W,

Check for spelling mistakes or bad grammar.
Check for urgency.

Don't trust display names. Always check the email address

before opening.

Don't open attachments from unknown sources
Hover over the link before you click.
Never share personal information over email.
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FAKE LINKS

could make you the victim of fraudster’s trick !!

JUST THINK BEFORE YOU CLICK!
|

{ Ram, | clicked on a link
offering iPhone at a very
low price. Now my accoun

Immediately call 1930
and register your complaint
| atcybercrime.gov.in

[ We should not click on
unverified links offering
tempting deals

_ w K A .
Do not get lured via tempting messages, deals,

lucrative advertisements & offers which are too
good to be true and used as baits to defraud users

Cyber Security Booklet CISO Office, UCO Bank




| need to approve
this to get my money

You are eligible for
a refund, please

approve the UPI request
we sent to your phone.

Refund for
your recent
transaction

e ——

lways check if the
request says “Pay”
instead of “Receive”

Payment
Successfuy

Best Practices

=  Never approve fund transfer request from unknown UPI ID.

=  UPI PIN is only for sending money not for receiving

= Never scan QR code from unknown sources

b
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DON'T RECYCLE

Don't use the same password
for all of your accounts.

DON'T USE PERSONAL
INFORMATION

Avoid using birthdates or names
from your loved ones.

L)

il

CHANGE OFTEN 0 .

Make sure to review your passwords W& \

and change them frequently. u\/

Ea—

ey

Cyber Security Booklet Page 13 CISO Office, UCO Bank



This is inspector You have been caught in
Singh from Cyber [j money laundering. You are

Crime. Youare i now under digital arrest!
under investigation. J§ y

Transfer ¥ 2 lakhs
now, or you'll go to jail!

Stay Calm. Verify the caller.
Real police never demand
money online!

Don‘t fall for digital arrest
scams, Stay informed, stay

Let me-check
with local
police before
acting.
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to control who can
see your posts
and personal info

Use strong passwords
and enable two-
factor authentication.

Don’t accept friend o
requests from
strangers.

Be careful what you
share online.

Think before
you click.

—
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‘ CYBER FRAUD REPORTING &S

Financial

Immediately
for assistance & Register
your complaint at
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